INTRODUCTION
The requirements for improvement in the stability of electric power systems and reduction in the effect of short circuit faults or other abnormal system conditions on sensitive customers can be met only by optimised configuration of the different protection and control systems at the transmission and distribution system level. The definition of requirements for protective relays performance, the possibility for adaptive protection applications in case of dynamic changes in the system configuration and the need for special remedial action protection systems are based on the use of advanced analysis tools. They model the primary and secondary components of electric power systems and analyse its operation under normal or abnormal conditions.
The accuracy of the different simulations is determined to a great extent by the accuracy of the models. The paper describes different types of protection related analysis tools: • Short Circuit and Protection Co-ordination • Dynamic Stability • Electromagnetic Transients
The models of power system equipment and the requirements for verification of these models in the different types of software are discussed later in the paper. The wide spread use of distributed generation in distribution systems introduces a new level of complexity of the modelling. This is due to the fact that the different types of distributed resources (Reciprocating Diesel or Natural Gas Engines, Microturbines, Combustion Gas Turbines, Fuel Cells, Photovoltaics (PV) 
REQUIREMENTS FOR MODEL VERIFICATION
The changes in the electric power distribution systems caused by the continuously increasing number of distributed generators of different sizes and types result in significant changes in the behaviour of the system under various abnormal conditions. At the same time the need for improved performance of all protection and control systems in order to reduce the effects of short circuit faults on sensitive customers require the application of optimised and adaptive solutions.
All these factors lead to the need of improved quality of analysis and simulation of normal or abnormal system conditions, which is possible only when using advanced simulation tools based on accurate system models. Confidence in the results from different steady-state, dynamic or transient studies is possible when the recordings of distribution power system events or disturbances closely match the results from the simulation of the same event.
State-of-the-art programs are designed to provide comprehensive and accurate simulation of different system conditions. Some examples are:
• Protective relays co-ordination • Electromagnetic transients Using these simulations, planing, operations, protection and control or power quality engineers can analyse the behaviour of the system and optimise the performance of different primary or secondary power system equipment. However, the results of the simulations will be accurate and reliable only when the model of the system is correct. The modelling of the distribution system with distributed generation is very challenging because it is continuously changing and includes a huge number of elements. In many cases the primary system equipment is quite old and it is very difficult to find the data that will allow the correct modelling. At the same time the distributed generators typically represent a relatively new technology. Which in many cases results in lack of accurate and proven models.
• Some of the models used by different analysis tools are: It is clear from all of the above that the verification of all the different models used by analysis tools is very important and at the same time imposes different requirements on the type of recording equipment to be used in the process. Modern multifunctional IEDs with monitoring, control and protection functions had become standard equipment in substations or power plants and are typically being integrated in hierarchical substation protection and control systems. The installation of such advanced devices results in a very efficient solution that meets the requirements for primary and backup recording in a distributed recording system that can be used for the verification of the models in different analysis tools.
RECORDING REQUIREMENTS FOR DISTRIBUTION SYSTEM MODEL VERIFICATION
Since distribution power system events include changes in the monitored system parameters that can range from fractions of a cycle to several minutes, it is impossible to record the variety of events using only the most commonly available in protection and control IEDs waveform capture. Many of the analysis tools that simulate system events calculate the RMS values or the phasors of different system parameters, so the waveform capture is not appropriate for event analysis or direct verification of system models. One of the most commonly used by protection engineers tools are short circuit analysis and relay co-ordination programs. They typically use sequence components models and calculate the phase or sequence components phasors of the currents and voltages across the modelled electric power system. The easiest verification of the model of the system used by a short circuit analysis program will be based on the comparison with a relay recorded fault condition. One factor that should be considered when comparing the recorded and calculated values of the fault currents and voltages is the operating time of the relay and how it affects the recording trigger and calculation of the currents and voltages. The reason for this is that in the short circuit analysis program the user has options to use a model based on the sub-transient, transient or steady-state impedance of the modelled real or equivalent generators. The magnitude of the calculated currents and voltages will be affected by the selected model. The sub-transient impedance is usually selected, which means that if the relay has operated with a significant time delay, there will be a difference between the recorded and calculated values. This is especially important in distribution systems with distributed induction generators. If the system is protected by electromechanical or solid state relays that don't have recording capabilities, the short circuit analysis models can be verified based on the recorded waveforms captured by disturbance recorders or power quality monitoring devices with recording capabilities. In this case we need to use some additional software that will calculate the current and voltage phasors so they can be compared with the calculated by the analysis program phasors. Dynamic stability studies are often used to determine the behaviour of the system after short circuit faults, loss of generation or important interconnections that may result in a wide area system disturbance. The output from such programs is usually a voltage, frequency or other system parameters profile that represents the dynamic response of the modelled electric power system to the event that triggered the disturbance.
The verification of the model of the system in this case will require the recording of the RMS values of the currents and voltages, the frequency, as well as other required system parameters. Since some events (Fig. 1) may take more than a minute, appropriate devices with such recording capabilities should be available. Electromagnetic transients analysis programs are often used to simulate different short circuit faults or other abnormal conditions for the testing of protective relays, power quality monitoring devices or other control devices (Fig. 2) . They model not only the primary substation equipment, but also instrument transformers and protection and control devices. The output of these programs is instantaneous values of phase current and voltage samples (see Fig. 2 ) with high rate (5 to 10 kHz is very typical). This data can be saved in a standard COMTRADE file and later used for testing of different distribution protection relays, power quality monitoring devices or other equipment. The verification of the models used by an electromagnetic transient analysis program requires waveform capture from a device with a high sampling rate that should closely match the output of the program. Sampling rates of more than 100 samples/cycle should be used when possible. The verification of the system models used by different analysis tools requires appropriate recording capabilities of the devices distributed around the system. The recording of sampled or calculated values, the sampling rate and recorded system parameters need to match the output from the software to simplify the comparison between simulated and real events.
RECORDING FEATURES IN DISTRIBUTION PROTECTION AND POWER QUALITY MONITORING DEVICES
The use of different types of records for verification of power system models used by analysis programs is based on the requirements of the specific application. That is why it is necessary to understand the recording features in multifunctional protection, control and monitoring IEDs. From the discussions in the previous section it is clear that the selection of the type of record is determined by the requirements for verification of different system models. Some examples are the steady-state phasors calculated by short circuit analysis programs, the voltage and frequency magnitude profiles from dynamic stability analysis programs or the instantaneous samples on a waveform calculated by an electromagnetic transients analysis software. As can be seen from these examples, the recording requirements can vary significantly and cover a wide range from calculated fault currents magnitude and angle to more than a hundred samples per cycle of the phase currents and voltages. Fault Records: Many protective relays analyse the captured fault waveform and store in their memory a fault record that typically includes: time of fault, faulted phases, fault location, magnitude of fault currents and voltages, etc (see Fig. 3 ).
Fig. 3 Protection IED fault record
Some relays also provide the calculated sequence components of the currents and voltages. Magnitude is always available, but in some cases the angles, as well as pre-fault currents and voltages are available. The fault records in advanced relays may also include the calculated fault resistance, which makes the simulation of that fault condition more accurate. The fault record may also include information on the start and operation of different protection elements. One of the problems with the verification of short circuit studies models based on fault records from relays is that each relay manufacturer uses one or more different formats for the fault record file. This makes it extremely difficult to perform automatic analysis and comparison between fault records and the files generated by short circuit analysis software. That is why the IEEE PES Relaying Committee established a new working group to develop a standard format for fault and event records. The same format may then be used as an output option from the analysis software. This will allow the development of tools that may run a study based on the information from a fault record and then compare the calculated with the recorded values, thus verifying the accuracy of the system model used by the software. High-and Low-Speed Disturbance Recording: High-speed or low-speed disturbance recording is intended for capturing events such as voltage sags or voltage swells during short circuit faults on the distribution system. The power quality monitoring IED stores the values of a user-defined set of parameters for every log interval. The setting range is dependent on the available memory in the IED. Availability of industrial grade flash memory with hundreds of MB eliminates the limitations on disturbance recording in such devices.
If the sampling rate is more than one cycle per sample, the user should be able to select the recording of minimum, maximum and average value through the specified sampling interval. An option to trigger High-speed disturbance recording when a Waveform capture is triggered is achieved by using the same trigger with different recording modes. Backup recording for some low-speed disturbances can be provided by the historical data logging features of the substation automation system that can store data with a sampling rate of 1 sample/sec. Waveform Recording: Waveform recording is available in many protection IEDs and is known as disturbance recording. It captures the individual samples of the currents and voltages measured by the IED with a sampling rate that may be as low as 4 samples/cycle for some low-end protection IEDs to hundreds of samples per cycle for high-end monitoring and recording IEDs. Because of that significant difference in the sampling rate, specialised recording devices provide the primary waveform recording function while the protection relays are used for backup recording.
The user typically has options to define the triggering criteria, the pre-trigger or post-trigger intervals and if extended recording should be available in cases of evolving faults or other changing system conditions. The capture of several cycles of pre-fault data, as well as the ability to record the waveform over a period of several seconds will result in better verification of the model. This is due to the fact that some of the modelled power system elements have dynamic All records -waveforms or disturbances -should be in a standard file format, such as COMTRADE. This allows the use of off-the-shelf programs for viewing and analysis of the records. Since this is a comma separated text format, the files can easily be imported in other applications for further processing.
DISTRIBUTED RECORDING SYSTEM ARCHITECTURE
The need for monitoring and recording at the distribution level in case of systems with distributed non-utility generation is very important. The availability of multifunctional IEDs with advanced recording and communications capabilities and standard communication protocols, as well as the distributed nature of the energy resources determine the requirements for distributed recording throughout the distribution system. Because of the high sampling rate and the availability of multiple recording modes, power quality monitoring devices are used as primary recording devices for model verification. Multifunctional protection devices are used as the backup recording devices., due to their lower sampling rate and because they don't have disturbance recording capabilities. The simplified architecture of a distributed recording system is shown in Fig. 5 and has a multi-level architecture. All IEDs are connected to a substation local area network. They represent the lower level, directly related to the individual power equipment in the substation or distributed non-utility generator site. The IEDs are connected through a router to the utility wide area network, thus providing remote access to different clients that can retrieve the required files from the IEDs or from the distribution substation computer (if they had already been stored there). The distributed architecture shown below is based on many different multifunctional IEDs that are already available in substations and serve as protection, control and monitoring devices. It provides a very efficient way to record various system events that can be later used to verify the models used by analysis programs. 
TIME-SYNCHRONISATION
One of the main requirements for the analysis of events recorded by a distributed recording system is the ability to properly synchronise the different devices. This will ensure that all events or disturbance records are time-stamped with sufficient accuracy, so that the records can be aligned with the results from simulations for the model verification. The distributed architecture of the recording system needs to include master time device in each distributed generator site.
Multiple vendors manufacture such master time devices and support different standardised time synchronisation protocols. IRIG-B is one of the more commonly supported standard time code formats that has been widely accepted by the electric utilities and is supported by IEDs installed in distribution power systems.
CONCLUSIONS
The modelling of distribution systems with distributed generation is a very challenging task due to the complexity of these systems and the lack of time-proven models of the different types of distributed energy resources. Protection relay fault records, high-or low-speed disturbance records can be used for the verification of the models used for steady-state or dynamic stability studies. Waveform records from power quality monitoring devices are identified as the primary source in the process of verifying the models in electromagnetic transient analysis software.
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